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The Remote Server

- Think of the remote server as just another computer out

there, which you want to access for doing work and
storing files

- Like your own computer, it has:

o An operating system
o Software applications
o User accounts

o Files and folders

o An interface for user interaction: Command-line or Graphical



The Remote Server

- Command Line Interface (CLI)

o Computer issues a prompt, requesting input
o User types a command, with parameters

o Predominantly an old style of interaction that does not
require a lot of computer power, but still in use today!

o Considered to be NOT "user-friendly", but it can be very
efficient when combined with "scripting”...

o Example: UNIX/Linux CLI, command + parameter (Result will
be to display the contents of file.txt)
S cat file.txt



The Remote Server
- Graphical User Interface (GUI)

o Computer displays a combination of fext and graphical symbols
offering options to the user

o User manipulates mouse and uses keyboard to select from the offered
options ("hot keys") or to enter text

o More common now (computer power is cheap)
o Considered by most to be "user friendly”

o Examples:
« Windows or Mac OS X
» Microsoft Office or Libre Office
= Tunes



The Remote Server

» The CS department'’s system...

o Uses the Ubuntu Linux operating system (Version: 76.04.5 LTS)
o Is usually accessed through a CLJ
o Features a complex file system hierarchy

o Hosts user accounts (and files) for CS and IT students, faculty,
and staff

o Has a team of system administrators and operators

- For much of your work in here and in other IT/CS classes,
you will need to use this system.



The Remote Server

» First, you will want to know some basic information about
the server, so you can access and use it, in the first place.

- To connect to the remote server and log in, you will need

1. The HOSt: users.cs.umb.edu (OI’ an alias like usersB.cs.umb.edu)

2. Your Username (the one you created when you applied for your Linux

account)
3. Your Password (known only to you, obviously)
4. A Port number: 22 (usually the program supplies it for you)



The Remote Server

- Be aware also of the path to your home directory:
/home/ [your username]

o For example, user es110ck's home directory/folder is located at
/home/csl1l10ck

o This is where all your other files and directories on the remote
are stored

o You can have subdirectories, and their paths will branch off
from your main path.
= Your IT110 directory: /home/ [your username]/it110

= For example, user es110ck's is /home/cs110ck/it110




The Remote Server

o If user es110ck created a subdirectory called "notes" inside of
their home, the path would be /home/cs110ck/notes

o Inside of there, the user might create more specific directories
for notes for classes IT110 and IT116:
/home/csll0ck/notes/itl110
/home/csll0ck/notes/itll6

- When working on the remote, you will always be "in"
some directory -- which will be your current working
directory




The Remote Server

- Make sure that...

o You know the path to your current working directory -- its
location within the larger directory hierarchy

o You know what is contained within your current working
directory

o You are certain this directory is where you need to be working
o You are able to navigate to a different directory, if needed




The Remote Server

- You will also need to be able to do the following with
your files and directories

o Create a new file or directory

o View its contents
= File: The file's contents
= Directory: What is contained within it

o Edita file
o Rename, Move, or Delete (an existing file or directory)




Command-Line Sessions

. Choose an option for creating remote command-line sessions,
based on your personal computer's operating system.

- Windows: The best option is probably the software PuTTY

o Main download page:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

o There are many download options, but this is probably your best bet

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bat: putty.exe (or by ETP) (signature)

64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe (or bv FTP) (slgnature)



Command-Line Sessions

o Make sure to put the executable
(putty.exe) in a location on your
computer that you will be able to

find it easily /

o Type in the Host (indicated
previously) and choose SSH as s your

Category:

E--Sessinn
Logging

Basic options for your PuTTY session

Specify the destination you want to connectto

connection type
o You can save this combination by

name and reload as needed.

o This is especially useful if you SSH
into many different remote servers
for different purposes.

= - Keyboard HostMame (or IP address) Port
- Bell ; users.cs.umb.edu 22
H..v&-i-aneDiures Connection type:
- Appearance (OJRaw () Telnet ()Rlogin @SSH () Serial
- Behaviour Load e
- Translation ]
: . Saved Sessions
- Colours UMB‘SSHI
E‘"C_'_‘_’_E:t:'“” Load
— | .. Talnet ﬁ SilE
| I:I ggﬁm Delete
- Serial
Close window on exit:
() Always () Never (@ Only on clean exit
|
| About

X QOpen ’ Cancel
—




Command-Line Sessions

<>C“Ck‘DQen
o At the prompt, type in your Linux username and press Enter
o Then your password, and press Enter

o (Password will not show up on the screen as you type, keep In
mind!)

ogin as: c¢sll0ck
sll10ck@users.cs.umb.edu's password:

- Mac OS X

o Start up the program Terminal
o The SSH command should already be installed




Command-Line Sessions

o At the prompt, type the following:

ssh [your username](@users.cs.umb.edu

o For example, user es110ck would type
ssh csll0ck@users.cs.umb.edu

o At the prompt, type your password (which will not appear on
screen) and press Enter

o If you get errors related to a file called known hosts -- or, for
that matter, other errors attempting to connect -- let me
know!




Command-Line Sessions

- Either way, once your command-line session is going,
you should get a prompt, like the following:

csllOck@itserver6:~$

- To confirm you are in your home, try entering this

command: pwd

. csllOck@itserver6:~$ pwd
- pwd displays your current |ptysppe

working directory, so you
know where you are.

csllOck@itserveré6:~$ [




Command-Line Sessions

- To see what is in your current working directory, enter: 1s

oOf course, that is just csllOck@itserver6:~$ pwd
/home/cs110ck

csllOck@Ritserver6:~$ 1ls

a basic listing, and it

only shows Vvisible items EEEE Desktop Downloads hw4.sh
. . csll0.d Documents hw4.pdf itllo0
OA future aSSIQnment WI” csllOck@itserverG . ~$ I

have you explore
variations on that command

- To change to another directory, enter:

cd [path to new directory]




Command-Line Sessions

o For example, if inside your home dlrectory, you could type cd itl110 to get
into your IT110 directory

csllOck@ltserverG ~$ cd itl1l1l0
csll0ck@itserver6:~/it110$ [}

o To enter your current

directory's parent,
type:ed ..

csllOck@ltserverS ~/it110$ cd ..
csll0ck@Ritserver6:~$ |

- To create a new folder inside your current folder, type: mkdir [new

directory path]

csllOck@itserver6:~$ mkdir notes

o For example, if inside your PSRRI ER T e B
home directory, you could

create a "notes" subdirectory: mkdir notes

o You could also create more subdirectories inside of "notes"...



br6:~$ mkdir notes

[ ]
_.L. hr6:~$ 1
Command 1ne - Do:rnloads hw4d . sh itll4 it441 notes Pict
o £ hw4d . pdf itlilo it341 Music perl5 Publ
Sessions

csllOck@itserver6:~$ cd notes
. F¢0n1dnecﬂyingde<jfh; csllOck@itserver6:~/notes$ mkdir itllo0
csll0ck@itserver6:~/notes$ mkdir itlleé

cd notes csll0ck@itserver6:~/notes$ 1ls

mkdir itl110 itl11l0 itlle
mkdir itl1l6 csllOck@itserver6:~/notes$

- From inside the parent directory that contains "notes"
: : csllOck@itserver6:~$ mkdir notes/itl1l10
mkdir notes/itll0 csllOck@Ritserver6:~$ mkdir notes/itl11é6

mkdir notes/it116 csllOck@Ritserver6:~$ cd notes
csllOck@itserver6:~/notes$ 1ls

. I itll0o itl1le
Just be aware of what you are doing, SO s
that you do not end up creating

confusing or redundant directory structures! _ '
k@Ritserver6:~/notes$ 1s

- To end a session, type and enter: exit itllé
k@itserver6:~/notes$ exit

= We will explore more in a future assignment!



GUI Session

- Find a FTP client program that will run on your personal
computer.
o Here, we will look at FileZilla because that is available on
multiple operating systems.

o For other client programs, there are likely analogous methods
for completing the same tasks shown here with FileZilla!

- Here is a FileZilla download link:
https://filezilla-project.org/download.php?type=client




GUI Session

- Once you have it installed, you may start up the program and provide
the host, your username, your password, and the port number

o NOTE: For FileZilla, you will need to prepend the host with s£tp: //

o Click Quickconnect
o If you want to save this session for future log-ins, go to:
= File -> Copy current connection to Site Manager

o You may also go into Site Manager and manually create log-in
profiles

File Edit View Transfer Server Bookmarks Help

=== ol i 1Y =| = y
I = kO xUIFTAass
Host: | sftp:/fusers.csuml| Username: | cs110ck Password: | sessssssss 4! Port: | 22 Quickconnect

-

| —




GUI Session

- Once logged in, you will have two panes: left and right
o Left Side = Local: The files and folders on the

computer you're
currently using

o Right Side = Remote:
The files and folders on
the remote server.

o Thus, you have two
current working
directories -- one /ocal
and one remote

o You can move around
both these directory
trees /ndependently

Status: Listing directory /home/cs110ck
Status; Directory listing of "/home/cs110ck” successful

ocal siier | ChUsers\FrodoHackins\Documentsh,

~ | Remotesite: | /home/cs110ck

+- [ Documents

------ # Downloads

+-  Favorites

B | GNS3

...... # Links

------ Local Settings

4+ MicrosoftEdgeBackups

=
=N 7 home
4 | cs110ck

...... ) Music
Filenam% Filesize Filetype Last modified
Visual Studi... File folder T[22/2018 2:14...
| desktop.ini 282 Configurati.. 5/16/2018 5:38...

1 file and 1 directory. Total size: 282 bytes

s

| Filename Filesize Filetype
.cache File folder

.Lompiz File folder
16 files and 31 directories. Total size: 399,360 bytes

Server/Local file Direc.. Remote file

Size Priority  Status



GUI Session

- From there, you can navigate either directory tree using:

o Your mouse or your keyboard
o The folder path fields ("Local site:" and "Remote site:"), which

also will tell you where your current working directories are

right now

—

~ | Remote site: |

Local site: | CA\Users\FrodoHackins\Documentsy,

. You can click-and-drag to move files and folders

o Both within and between local and remote

+- 5 Documents

_'? /



GUI Session

o Though dragging between will copy, I believe, while leaving the
original intact in its present location

o Dragging local to remote vp/oads
o Dragging remote to local down/oads

o Be sure that you do not accidentally overwrite a file version
that you want to keep!

- You can right-click on a file or folder to do things like...

o Rename it
o Change file/folder permissions (may discuss later)



GUI Session

o Delete it

= Be super careful doing this!

= On the remote server, especially, recovering an accidentally-deleted
file or folder will be virtually impossible!

o Create new directories

o Upload (from local to remote)

o or Download (from remote to local)
o Refresh current view

o And more...




Create/Edit a Text File on Remote
(CLI)

- Start up your command-line session by logging in
- Change to the directory where

o The file is located, or
o Where you want to locate the file

- For example, let's say that

ol am logged in as es110ck

o My current working directory is /home/cs110ck

oI want to place the new file in my subdirectory notes/it116
oI want to call the file 20180912 notes. txt




Create/Edit a Text File on Remote
(CLI)

csllOck: ~
$ cd notes

- I would do these steps:

csll0ck: ~/notes

cd notes $ cd itllé
cd itlle csll0ck: ~/notes/itllé
nano 20180912 notes. txt $ nano 20180912 notes.txt

o At this interface (keyboard only!), type the desired text:

o To save, press Ctrl+0 (Mac Users: I mean the Control key -
NOT the Apple Command key!)

« Assuming "File name to write" matches, press Enter

File Name to Write: 20180912 notes.txt
glc Get Help uggy) DOS Format M-2
ae Cancel eyl Mac Format M-P




Create/Edit a Text File on Remote
(CLI)

o 10 exit the nano text editor:
= Press Ctrl+X

. To later edit that same file, I would

o Make sure I was within the containing directory

o Put in the same command: nano 20180912 notes.txt
= This opens up the pre-existing file with its current contents

= [ can then edit those contents as needed

o Save your work and exit the nano text editor in the same
manner as before




Create/Edit a Text File on Remote
(CLI)

- You can, in fact, paste text into the nano text editor!

o Mac Users: Just use your normal paste shortcut Command+V
o PUTTY Users on Windows:

= Click the right mouse button, or...

= Find the appropriate keyboard shortcut for use with PuTTY (look
this up!)

- If  want to just read the file's contents, without editing, I

can use this command: cat 20180912 notes.txt

o This is mostly good for shorter files though
o With longer files, the cat command can get rather unwieldly



Create/Edit a Text File on Remote
(GUI - FileZilla)

- On the right (remote) pane, make sure you are in the
directory where you want to create/edit a file

R EJ 20180914 _notes.txt 0 TXT
- To create a file,
o Right-click in the white area where IR
the flles are Create d?rector‘y
Create directory anc
o Choose "Create new file" Create new fil
o Type in the name for the new file, including the extension

- To edit a file,
o Select and right-click on the file name



Create/Edit a Text File on Remote
(GUI - FileZilla)

20180914 _notes.txt

(W] Lo LA L

‘ Download

o Choose "View/Edit", which will normally — %, Add files to queue

View/Edit

« Download the file as a temporary, local copy

= Open that file in your default text editor (unless you customize this
behavior differently yourself)

o Edit the file text however you will

o Whenever you save the local temporary file and go back to
FileZilla, it will offer to upload the most recent version back to
the remote, and you can

= Delete the local temp copy
= Or not, in case you want to make/upload more edits



Create/Edit a Text File on Remote
(GUI - FileZilla)

- To double-check your work, you may wish to

o Start up a command-line session
o Navigate to the directory containing the file

o Use the cat command with the file's name to view it's
contents and confirm correctness



Final Note:

- The more unfamiliar you are with these tasks, the more
imperative is for you to get started on these as soon as possible

- When learning anything new, there will be a learning curve!

o Depending on any number for factors, that may be steeper or shallower
for you

o If you get started earlier, we have a chance to work out potential issues
well before an assignment's due date

o If you wait until the last minute, then it will quickly become
overwhelming!

- Besides, if you want to go on in IT, you should make it a priority
to master such skills because you will need them repeatedly.



