Chapter 10 Linux/Unix/Android and
Ch11/5.6 Windows11

We want to look at specifics for
Linux, Android and Windows.



[Linux introduction

- 10.1 History of UNIX and Linux
- 10.2 Overview of Linux: goals, interfaces, shell, kernel
- 10.3 Processes in Linux
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10.3 Processes in Linux

Main activities in a Linux system are the processes.

They are similar to classical sequential processes
studied in Ch 2.

Linux is multiprocessing so daemon processes run in
background mode.

10
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A few slides from intervening sections

- 10.4 Memory Management in Linux
* 10.5 Input/Output in Linux
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10.6 The Linux File System

- Fundamental Concepts
* File System Calls
* Implementation
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n = read(fd, buffer, nbytes) Read data from a file into a buffer
n = write(fd, buffer, nbytes) Write data from a buffer into a file
position = Iseek(fd, offset, whence) | Move the file pointer

s = stat(name, &buf) Get a file's status information

s = fstat(fd, &buf) Get a file's status information

s = pipe(&fd[0]) Create a pipe

s =fenti(fd, emd, ...) File locking and other operations

Figure 10-27. Some system calls relating to files. The return code s is -1 if an error has occurred;
fd is a file descriptor, and position is a file offset. The parameters should be self explanatory.
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Creation time

Time of last access

Time of last modification
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System call Description
?7 s = mkdir(path, mode) Create a new directory
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s = link(oldpath, newpath) | Create a link to an existing file
s = unlink(path) Unlink a file
s = chdir(path) Change the working directory
dir = opendir(path) Open a directory for reading
s = closedir(dir) Close a directory
dirent = readdir(dir) Read one directory entry
rewinddir(dir) Rewind a directory so it can be reread

Figure 10-29. Some system calls relating to directories. The return code
sis -1 if an error has occurred; dir identifies a directory stream, and
dirent is a directory entry. The parameters should be self explanatory.
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10.6.3 Implementation

 Linux Virtual File System
- Earlier Ext2
- Ext3 and Ext4 are journaling file system
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Field | Bytes | Description
Mode 2 File type, protection bits, setuid, setgid bits

Nlinks 2 Number of directory entries pointing to this i-node

Uid 2 UID of the file owner

Gid 2 GID of the file owner

Size 4 File size in bytes

Addr 60 Address of first 12 disk blocks, then 3 indirect blocks

Gen 1 Generation number (incremented every time i-node is reused)
Atime 4 Time the file was last accessed

Mtime s Time the file was last modified

Ctime 4 Time the i-node was last changed (except the other times)

10-33. Some fields in the i-node structure in Linux
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10.6.4 NFS: The Network File System

Architecture
Protocols
Implementation

NFS Version 4 is stateful — permitting better integration

of remote files and works better with Linux and Windows
file system semantics
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10.7 Security in Linux

- Fundamental Concepts
« System calls
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Linux Security

"
= Fundamental Concepts
‘o
Binary Symbolic Allowed file accesses
111000000 | rwx—————— Owner can read, write, and execute
111111000 | rwxrwx——— Owner and group can read, write, and execute
110100000 | rw—r————— Owner can read and write; group can read
110100100 | rw—r——r—— Owner can read and write; all others can read
111101101 | rwxr—xr—x Owner can do everything, rest can read and execute
000000000 | —=——————— Nobody has any access
000000111 | ——————1 rwx Only outsiders have access (strange, but legal)

Figure 10-37. Some example file protection modes.
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Security System Calls in Linux

System call Description
s = chmod(path, mode) Change a file’s protection mode
s = access(path, mode) Check access using the real UID and GID
uid = getuid( ) Get the real UID
uid = geteuid( ) Get the effective UID
gid = getgid( ) Get the real GID
gid = getegid( ) Get the effective GID
s = chown(path, owner, group) | Change owner and group
s = setuid(uid) Set the UID
s = setgid(gid) Set the GID

Figure 10-38. Some system calls relating to security. The return
code s is -1 if an error has occurred; uid and gid are the UID and
GID, respectively. The parameters should be self explanatory.
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10.8 Android

Mobile Android

Sits on Linux
Manages power well
Boots up fast

40



10.8.3 Design Goals
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Android — Design Goals

Open-source platform for mobile devices
Support 3™ party apps with robust, stable API
3 party apps compete on level playing field
Users need not deeply trust 3™ party apps
Support mobile user interaction

Manage app processes for users

Encourage apps to interoperate, collaborate
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Full general-purpose OS
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Activities

10.8.4 Android Architecture
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Android Architecture (1)
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Figure 10-39. Android process hierarchy.

Check out these free titles ~

42



Activities #) Firefox Web Browser Thu 11:13@

8b Gr: 8c ‘o v ch a @®rFa (X
€« C @ O 8 hteps://www.scribd.com, t t UNIXandLinuxAndAndroic IAd v\ @ =
€ SCRIBD Q) EN v 2 Upload R Saved &

R saved E':;d 5:,9 50 of88 Q search document
Android Architecture (2)

Application process System server

Application Code

Figure 10-40. Publishing and interacting with system services.
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10.8.5 Linux extensions to stock Linux kernel
Wake Locks manage how system sleeps

Activities  #) Firefox Web Browser v

Q EN v 2 Upload R Saved &

Wake Locks

Contrast idle CPU, true sleep
1.Idle state may use more power than true sleep

2.ldle CPU can wake up at any moment if work
becomes available

3.Idle CUP does not tell you that you can turn off
other hardware not needed in true sleep
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10.8.8 Android Applications
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Android Applications (1)

package android.os

interface IServiceManager {
IBinder getService(String name);
void addService(String name, IBinder binder);
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Figure 10-50. Basic service manager AIDL interface.
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Android Applications (2)

Contents of an apk

1.A manifest describing what the application is,
what it does, and how to run it

2.Resources needed by the application
3.The code itself

4.Signing information, securely identifying the
author
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XML is used, more lightweight than html
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Android Applications (3)

<?xml version="1.0" encoding="utf-8"?>
<manifest xmins:android="http:/schemas.android.com/apk/res/android"
package="com.example.email">
<application=

<activity android:name="com.example.email.MailMainActivity">
<intent-fiter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent-filter>

</activity>

<activity android:name="com.example.email.ComposeActivity">
<intent-fiter>
<action android:name="android.intent.action SEND" />
<category android:name="android.intent.category. DEFAULT" />
<data android:mimeType=""/*" />

g </intent-filter>

</activity>

| 2.00er 558058 SpdRidinamesTcom example.omail. SyncSeviely. . . s

5072t s

Figure 10-51. Basic structure of AndroidManifest.xml.
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Android Applications (4)
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<Jacivity>

<service android:name="com.example.email.SyncService">
</service>

<receiver android:name="com.example.email.SyncControlReceiver">
<intent-filter>
<action android:name="android.intent.action.DEVICE_STORAGE_LOW" />
</intent-filter>
<intent-filters
<action android:name="android.intent.action.DEVICE_STORAGE_OKAY" />
<fintent-filter>
</receiver>

<provider android:name="com.example.email.EmailProvider"
android:authorities="com.example.email.provider.email">
</provider>

</application>
</manifest>

Figure 10-51. Basic structure of AndroidManifest.xml.

Tanenbaum & Bos, Modern Operati

n (c) 2015 Pearson Education Limited. All rights reserved

Check out these free



Activities #) Firefox Web Browser Thu 11:16 @

8b/Gr. 8 ‘o v ch a @®rFa (CX
<« C @ O 8 https://www.scribd.com, t t UNIXandLinuxAndAndroic
€ SCRIBD
M saved o 5:,9 8 of8s Qusearch document 52
System_server process Application process
’ | CE—— ] : —_— ‘}
PackageManagerService ! H [ Activity instance i
’ ¥ - i =
2 |Resolve Intent | | y
: !
% ‘
% \ !
% | / | ]
\%, P : )
\@ v g & H i
\l 1 18> ! ‘
~> i |76 Load this app's code | 1!
Whoam ™ | Android framework i
~
ane e e e i
crea® 2Zygote process
Figure 10-67. Steps in launching a new application process.
Tanenbaum & Bos, Modern Operat e 20 son Education Limited. All rights reserved
Check out these free ~

EN ~

2 Upload

R Saved

49



Chapter 11: Case Study: Windows 11

* Look back at Ch 5.6 Windowing
« Compare windowing in both Linux and Windows
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Consider Windows

* Very sensitive to running legacy systems
- Not open source, so we have limited information
* Nice diagram of Windows 365, Cloud
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An overview of Windows in the Clou
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